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Abstract 
Digital information is easy to transfer and store but this 
property of digital information becomes harmful to itself as it 
can be easily copied and distributed on the internet. Thus, 
number of efforts are going on to protect the copyright of the 
owner like Steganography, digital signatures etc. But digital 
watermarking comes out to be most effective tool among 
these. It can be applied on text, image, audio and video files in 
number of ways which are effective for any specific 
application.  
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Introduction 
The growth of high speed computer networks has created new 
definitions for entertainment, scientific, business and social 
opportunities. As a result, it causes the growth of digital data. 
Digital media have several advantages over analog media such 
as high fidelity copying, easy editing, high quality etc. The 
digital information can be copied very easily and can be 
distributed easily which led to the need for effective copyright 
protection tools. Recent studies [1][2] show that 35% of the 
software programs installed in 2006 are pirated. It can be 
prevented if the copyright or the mark of ownership will be 
added in the original file in such a manner so that in case of 
any dispute, the actual owner can be identified. It is done by 
hiding data (information) within digital audio, images and 
video files. The ways of such data hiding is digital signature, 
copyright label or digital watermark that completely 
characterizes the person who applies it and therefore, marks it 
as being his intellectual property. Digital watermarking is the 
process that embeds data, called a watermark, into a 
multimedia object in such a manner that the watermark can be 
detected or extracted later to make a decision about the 
copyright of the object. The process of embedding the 
watermark with the secret key and detection of the watermark 
is shown in fig.1 (a) and fig.1 (b).The object may be an image, 
audio, video or text only. A simple example of a digital 
watermark would be a visible “seal” placed over an image to 
identify the copyright. However the watermark might contain 
additional information including the identity of the purchaser 
of a particular copy of the material. In addition to copyright 
protection, watermarking is also used in data integrity and data 
confidentiality. Unlike data integrity and confidentiality 
applications, watermarks for copyright protection applications 

need to be robust and invisible. 
 

 
 

Fig.1(a): Watermark embedding process 
 

 
 

Fig.1:(b) Watermark extraction process 
 
 
 In general, any watermarking scheme (algorithm) consists 
of three parts. 

• The watermark. 
• The encoder (insertion algorithm). 
• The decoder and comparator (verification or 

extraction or detection algorithm). 
 
 For a digital watermark to be effective, it should exhibit 
the following characteristics [3]: 
 

1. Adjustability. The algorithm should be tunable to 
various degrees of robustness, quality, or embedding 
capacities to be suitable for diverse applications. 

2. Robustness. The embedded watermarks should not be 
removed or eliminated by unauthorized distributors 
using common processing techniques, including 
compression, filtering, cropping, quantization and 
others. 



Protecting Copyright Multimedia Files by Means of Digital Watermarking: A Review 
 

[Page No. 257] 

3. Security. The watermarking procedure should rely on 
secret keys to ensure security, so that pirates cannot 
detect or remove watermarks by statistical analysis 
from a set of images or multimedia files. An 
unauthorized user, who may even know the exact 
watermarking algorithm, cannot detect the presence 
of hidden data, unless he/she has access to the secret 
keys that control this data embedding procedure. 

4. Imperceptibility. The watermark should be invisible 
in a watermarked image/video or inaudible in 
watermarked digital music. Embedding this extra 
data must not degrade human perception about the 
object. Evaluation of imperceptibility is usually based 
on an objective measure of quality, called peak 
signal-to-noise ratio (PSNR) or a subjective test with 
specified procedures. 

5. Real-time processing. Watermarks should be rapidly 
embedded into the host signals without much delay. 

 
 
Watermarking Issues 
There are certain issues regarding to the digital watermarking 
which are tried to answer ere but these are not limited to these 
only. 
 
What is it? 
The answer to this issue is already described above. It is a 
copyright mark or logo inserted in the multimedia or text file 
in a specific manner called algorithm so that it can be 
extracted only if the copyright owner wants to do it and that 
too if proper decoding algorithm is known exactly. 
 
How can a digital watermark be inserted or detected? 
It can be inserted and extracted with proper algorithm as 
shown in fig. 1(a) and fig. 1(b). 
 
How robust does it need to be? 
There are two types of watermarking as far as robustness is 
concerned robust and fragile. Higher robust watermark is 
needed if the copyright owner does not want the watermark to 
be extracted by himself or anyone. But fragile watermarking is 
also needed in those cases when authorized distribution is 
going to be done. The receiver receives the multimedia file 
along with the decoding algorithm and the key to decode the 
same.  
 
Why and when are digital watermarks necessary? 
When the distribution of multimedia file is done by the means 
of internet or by digital storage system then it can be copied 
and edited very easily, then watermarking becomes necessary 
to protect the copyright owner. 
 
What can watermarks achieve or fail to achieve? 
Watermark achieved its purpose to protect the ownership logo 
or copyright mark and the disputes regarding the ownership 
can be easily solved. But watermarking methods are not 
perfect against digital reformations of the file. There are 
different methods for different types of files (text, image, 
audio and video) by means of which the copyright mark can 
be destroyed completely or at least the mark can be destroyed 

in such an extent that it cannot be considered in case of any 
dispute. 
 
How should digital watermarks be used? 
Digital watermark must be used in a particular manner, called 
watermarking algorithm, which must not be a common or 
known method for the public. The algorithm must be kept 
secret. It can be extracted only with the specific decoding 
algorithm. 
 
How might they be abused? 
If the watermark is not embedded in a specific algorithm then 
the watermark can be extracted to get the original file without 
any copyright mark. This file can be misused and anyone can 
insert their watermark and can prove that this belongs to the 
imitator.  
 
What are the business opportunities? 
As far as business opportunities are concerned, there are two 
business ends which can have benefits of watermarking. One 
is of course the owner of the particular file and second one is 
the person or company which develops such method of 
watermarking which can be extracted without the concern of 
owner.  
 
What roles can digital watermarking play in the content 
protection infrastructure? 
The most watermarking methods developed are such that if the 
watermark is tried to be extracted without proper decoding 
algorithm, whole file gets corrupted or at least the few 
contents be deleted. In other words, the quality of the 
extracted file is much reduced. 
 
How can we evaluate the technology? 
The watermarking methods can be evaluated by certain 
parameters like peak signal to noise ratio (PSNR), signal to 
noise ratio (SNR), bit error rate (BER) or non correlation 
(NC). 
 
 
Multimedia files and text 
The watermarking technique can be applied to any text or 
multimedia file like image, audio or video file. The different 
methods of watermarking are shown in fig.2. 

 

 
 

Fig.2: Watermarking methods 
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 Watermarking techniques can be divided into four 
categories according to the type of document to be 
watermarked as follows: 

• Image Watermarking [10] [11] [12] 
• Video Watermarking[13] [14] [15] 
• Audio Watermarking [16] [17] [18]  
• Text Watermarking [19] [20] [21] 

 
 According to the human perception, the digital 
watermarks can be divided into two different types as follows: 

• Visible watermark [22] [23] 
• Invisible watermark [24] [25] 

 
 A visible watermark is a secondary image, ownership 
mark or a logo overlaid into the primary image. The 
watermark appears visible to a casual viewer on a careful 
inspection. The invisible-robust watermark is embedded in 
such a way that alternations made to the pixel value are 
perceptually not noticed and it can be recovered only with 
appropriate decoding mechanism. The invisible-fragile 
watermark is embedded in such a way that any manipulation 
or modification of the image would alter or destroy the 
watermark. In some cases dual watermarking is also done 
which means both visible and invisible watermarking is done 
on the same file. In this type of watermark, an invisible 
watermark is used as a backup for the visible watermark as 
clear from the fig. 3. 

 
 

 
 

Fig. 3: Dual watermarking 
 
 
 According to the working domain the watermarking can 
be done in the spatial domain or frequency domain and 
according to application it can be source oriented or 
destination oriented. 
 
 
Desired characteristics of digital watermark  
The desired characteristics of digital watermark can be 
different depending upon the type file and type of 
watermarking required, that is, robust or fragile. 
 
Desired characteristics of visible watermarks 

• A visible watermark should be obvious in both color 
and monochrome images. 

• The watermark should spread in a large or important 
area of the image in order to prevent its deletion by 
clipping. 

• The watermark should be visible yet must not 
significantly obscure the image details beneath it. 

• The watermark must be difficult to remove. Rather, 
removing a watermark should be more costly and 
labor intensive than purchasing the image from the 
owner. 

• The watermark should be applied automatically with 
little human intervention and labor. 

 
Desired Characteristics of Invisible Fragile Watermarks 

• The invisible watermark should neither be noticeable 
to the viewer nor should degrade the quality of the 
content. 

• An invisible fragile watermark should be readily 
modified when the image pixel values have been 
altered. 

• The watermark should be secure. This means that it is 
impossible to recover the changes, or regenerate the 
watermark after image alternations, even when the 
watermarking procedure, and/or the watermark itself 
are known. 

• For high quality images, the amount of individual 
pixel modification should be as small as possible. 

 
Desired Characteristics of Invisible Robust Watermarks 

• The invisible watermark should neither be noticeable 
to the viewer nor should degrade the quality of the 
content. 

• An invisible robust watermark must be robust to 
common signal distortions and must be resistant to 
various intentional tampering solely intended to 
remove the watermark. 

• Retrieval of watermark should unambiguously 
identify the owner. 

• It is desirable to design a watermark whose decoder 
is scalable with each generation of computer. 

• While watermarking high quality images and art 
works, the amount of pixel modification should be 
minimum. 

• Insertion of watermark should require little human 
intervention or labor. 

 
Desired Characteristics of Video and/or audio Watermarks 

• The presence of watermark should not cause any 
visible or audible effects on the playback of the 
video. 

• The watermark should not affect the compressibility 
of the digital content. 

• The watermark should be detected with high degree 
of reliability. The probability of false detection 
should be extremely small. 

• The watermark should be robust to various 
intentional and unintentional attacks. 

• The detection algorithm should be implemented in 
circuitry with small extra cost. 

 
 
Application of Digital Watermarks 
Visible Watermark 
Visible watermarking can be used for copyright protection for 
image or video files. In such cases, the content owner is in 
need that the images will be used commercially without 
payment of royalties. The content owner desires an ownership 
mark, that will be visually apparent, but which does not 
prevent image being used for other purposes. In this case, 



images are made available through the inter
owner desires to indicate the ownership 
materials. 
 
Invisible Robust Watermark 
Invisible watermarking is used to detec
images. In this case, fee-generating images
by an individual who will make them 
Invisible watermarking can be used as evid
In this case, the seller of the digital images s
his images has been edited and published w
royalties. Here, the detection of the seller’
image is intended to serve as evidence 
image is property of seller. 
 
Invisible Fragile Watermarks 
Invisible watermarking can be used for a tr
In this case, images are captured with a digi
use in the news articles. Here, it is the desir
to verify that an image is true to the origin
not been edited. In this case, an invis
embedded at capture time, its presence
publication is intended to indicate that the i
amended since it was captured. Invisible wa
used to detect alternation of images stored 
The content owner desires the ability to det
of the images, without the need to compare
scanned materials. 
 
 
Performance evaluation of watermarking
The performance of any watermarking 
measured in any one of the parameters like
[27], SNR [28] or Non correlation [2
calculated as: 

 
 
 Where B is the number of blocks, whi
of bits divided by number of samples (b
w(n) is watermark and ῶ(n) is the extracted 
 PSNR = 10  

 
 Where,  
  

 
 X1 and X2 are the original audio sampl
audio sample. ‘R’ is 255 as data type used
number representation. If the data type i
floating type then ‘R’ will be 1. 
 Signal to noise ratio can be calculated a
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 Where x(n) is the original 
watermarked audio signals an
(NC) is used to evaluate th
extracted binary watermark whi

 
 Where W and W * are orig
respectively, i and j are inde
image. 
 
 
Attacks on Watermarks 
A watermarked image is like
manipulations, some intention
transmission noise and some 
filtering, etc. They are summariz
 Many compression scheme
potentially degrade the data’s qu
of data. Geometric distortions 
and include such operations a
and cropping. Common Signal 
the following. 

• D/A conversion 
• A/D conversion 
• Re-sampling 
• Re-quantization 
• Dithering distortion 
• Recompression 
• Linear filtering such 

filtering 
• Non-linear filtering suc
• Colour reduction 
• Addition of a constant 
• Addition of Gaussian a
• Exchange of pixels 
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Conclusions 
In this paper a clear overview on watermarking concept is 
provided. The types of watermarking technique, whichever is 
required according to the application, can be applied. Further, 
the algorithm developed to embed the watermark can be 
evaluated b means of anyone of the parameters BER, PSNR, 
SNR and NC and at last the embedding algorithm can also be 
checked that weather the watermark can be survived after the 
attack or not. 
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Fig. 4: Possible attacks on watermarked file 
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